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Public Key Encryption

Public key encryption is a technique that uses a pair of asymmetric keys for encryption and decryption. Each pair of keys consists of a public key and a private key. The public key is made public by distributing it widely. The private key is never distributed; it is always kept secret. 

Data that is encrypted with the public key can be decrypted only with the private key. Conversely, data encrypted with the private key can be decrypted only with the public key.

Example (www.rsa.com)

Authentication is the process of verifying identity so that one entity can be sure that another entity is who it claims to be. In the following example involving Alice and Bob, public key cryptography is easily used to verify identity. The notation {something}key means that something has been encrypted or decrypted using key. 

Suppose Alice wants to authenticate Bob. Bob has a pair of keys, one public and one private. Bob discloses to Alice his public key (the way he does this is discussed later). Alice then generates a random message and sends it to Bob: 

A->B random-message
Bob uses his private key to encrypt the message and returns the encrypted version to Alice: 

B->A {random-message}bobs-private-key

Alice receives this message and decrypts it by using Bob's previously published public key. She compares the decrypted message with the one she originally sent to Bob; if they match, she knows she's talking to Bob. An imposter presumably wouldn't know Bob's private key and would therefore be unable to properly encrypt the random message for Alice to check. 

128 and 40 bit

A session key's complexity, or strength, is proportional to the number of binary bits comprising the session key file. This means that session keys with a greater number of bits have a greater degree of security.

"128" and "40" bit encryption refer to the size of the key used to encrypt the message. Roughly speaking, 128-bit encryption is 309,485,009,821,345,068,724,781,056 times stronger than 40-bit encryption. 40-bit encryption is not considered "strong" security in a public key encryption protocol.

The 40 bit encryption method is commonly used in Netscape and IE web browsers, there are also 128 bit encryption browser available, but only to the US and Canada.

NT Security

Anonymous Access

Every body that visits a web site, if there is no security in place, is logged as an anonymous user.  Which has access only to read/view files located on that web server.

Authentication

Authentication will take place only if anonymous access is disabled.

Basic - Control Access with the Windows NT File System and IIS

The basic authentication method is a widely used, industry-standard method to collect user name and password information.  When basic authentication is enabled a browser pop up is displayed to gather the user ID and the password.  This pop up is re-displayed if the ID and password information is not correct.  The number of times the pop up is displayed is configured from the server management tool (Assuming IIS).

For a user to log into the web server this way, needs to have a valid Window NT account pre-defined.

This method is widely used, but not recommended unless the connection between user and web server is a secure connection, since user ID and password are being passed (between browser and server) in an unencrypted form.

A way to implement the basic authentication method is to use it together with SSL secure communication, discussed later. 

Windows NT Challenge/Response Authentication

This method allows for authentication between browser and server without compromising user ID and password.  This means that the authentication transaction does not required the transmission of actual passwords across the net.

Only IE family of browser, version 2.0 and up support this authentication feature, hence not recommended for a generic security implementation.

How does Windows NT Challenge/Response work?

Excerpt from IIS User Manual’s Documentation:

When you enable Windows NT Challenge/Response authentication, the user's Internet Explorer browser proves its knowledge of the password through a cryptographic exchange with your Web server. The actual password never travels over the network and the user is not prompted for account information.

However, if the authentication exchange initially fails to identify the user, Internet Explorer will prompt the user for a Windows NT account user name and password, which it will process using the same Windows NT Challenge/Response method. Internet Explorer will continue to prompt the user until the user enters a valid user name and password, or closes the prompt dialog box.

Note Windows NT Challenge/Response authentication takes precedence over Basic authentication. This means that if the user's Web browser supports both authentication methods, it will choose Windows NT Challenge/Response authentication. 

When Windows NT Challenge/Response authentication is enabled, Microsoft Internet Explorer will attempt to use the current Windows NT logon information before prompting the user for a user name and password. 

You will find Windows NT Challenge/Response authentication useful in an intranet environment, where both user and Web server computers are in the same domain, and where administrators can ensure that every user has the same version of Microsoft Internet Explorer.

SSL – Secure Sockets Layer

The Secure Sockets Layer (SSL) 3.0 protocol, implemented as a Web server security feature, provides a secure net link between browser and server.  SSL guarantees the authenticity of web content, while verifying identity and origin of the HTTP request.

The SSL protocol is application independent.  Any HTTP, FTP, etc. application, layers on top of the SSL protocol “transparently” (www.rsa.com).  The protocol can negotiate encryption and session authentication between a client and a server before any data is being transmitted.

· All of the data transmitted (while an SSL connection is active) is encrypted.  Recommended for Reflexive’s needs.

Basic Properties of SSL

Excerpt from www.rsa.com:

The SSL protocol provides "channel security" which has three basic properties: 

· The channel is private. Encryption is used for all messages after a simple handshake is used to define a secret key. 

· The channel is authenticated. The server endpoint of the conversation is always authenticated, while the client endpoint is optionally authenticated. 

· The channel is reliable. The message transport includes a message integrity check (using a MAC).

How does SSL work? (see Fig 1. for diagram)

SSL uses the public key encryption security feature when modified to Web server and web client architecture.  The flow of a SSL session goes something like this:

· The Web browser establishes a secure (HTTPS) communication link with the Web server. 

· Your server sends the browser the certificate along with the public key. (The certificate enables the user to confirm the identity and the integrity of the Web content.) 

· The web browser and server engage in a negotiating exchange to determine the degree of encryption to use for securing communications (128, 40, 56 bit key). 

· The Web browser generates a session key, and encrypts it with server’s public key. The browser then sends the encrypted session key to the Web server. 

· Using the private key, the server decrypts the session key and establishes a secure channel. 

· The Web server and the browser both use the session key to encrypt and decrypt transmitted data. 

Both, the server and the browser must negotiate the strongest communication encryption available.  This means that a compatible method of encryption must exist, a 128 bit or 40 bit encryption key.

Fig 1. Sever-Client Interaction (www.verisign.com)
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Server Certificates for SSL

Server certificates (unique digital identifications) are the basis of Web server’s SSL security.  Such certificates can be obtained from third party organizations (discussed later) or generated using Microsoft® Certificate Server 1.0.

The server certificate contains detailed information about the certificate’s holder, and a unique identification file called a public key, which rests on the server side.  This key ensures integrity of the HTTP connection and authenticity of the request’s origin.

Excerpt from IIS User’s Manual.

Encryption

With SSL, your server and the user's Web browser engage in a negotiating exchange – one involving the certificate and the key pair – to determine the level of encryption required for securing communications. This exchange necessitates that both your Web server and the user's browser be equipped with compatible encryption and decryption capabilities. The end result of the exchange involves the creation (usually by the Web browser) of an encryption, or session, key. Both your server and the Web browser use the session key to encrypt and decrypt transmitted information. The session key's degree of encryption, or strength, is measured in bits. The greater, or longer, the number of bits comprising the session key, the greater the level of encryption and security. Your Web server's session key is typically 40-bits long, but can be substantially longer.

How are the certificates obtained?

Third party

There are companies specializing on the issuing of Certificates.

· Verisign

· Nortel

· Thawte Consulting

· Xcert

The advantage of third party issued certificate is namely credibility and name recognition.  These companies specialized in security implementation and hence the responsibility is greater for quality products and service.

Depending on the level of identification assurance offered by a web server certificate, the wait for a certificate to be issued varies from several days to several months.

MS Certificate Server 1.0

Microsoft® Certificate Server 1.0 can be used to issue server certificates.  Again, credibility is an issue if a company issuing the certificate is not well know in the computer or IT industy.

Summary

· This research does not include the detail mathematical process to encrypt/decrypt messages.  Only a brief explanation of how public key encryption works.

· No performance issues are discussed.

· To implement the security methods discussed here, except where a certificate is needed, follow IIS procedures listed on the IIS User’s Manual.

· NT security alone is not sufficient for secure web transactions.  

· NT Security only offers limited access to web regions and must provide User account information to authenticate users, which is passed through the net as access validation is taking place.

· Public key encryption is used for the implementation of the SSL protocol.

· Once and SSL connection has been established, ALL data transfers are encrypted with encryption key negotiated between the web server and the web browser (namely 40 or 128 bit encryption key).

· IE and Netscape Web browser support the SSL protocol.

Recommendations

· Windows NT Challenge/Response Authentication is not recommended, for only the IE family of web browser support it (IE 2.0 and up).

· A combination of Basic NT security together with SSL is recommended for any secure web server implementation.  This ensures not only secure transactions between server and browser, but also restricted access to web regions/spaces. 

· In the case where limited access is necessary to view reports and login ID and passwords are stored in a database, SSL and web based login procedure would give the desired web security.  This would avoid double login for secure web regions, and secure information stored in a database. (i.e. reports).

· If a SSL implementation is required, a third party certificate issuer is recommended due to credibility and quality of service.

· IIS server also supports the Private Communication Technology (PCT) 1.0 protocol. Similar to SSL, PCT 1.0 includes hardy and efficient encryption features for securing communications.  Not recommended if a third party to obtain digital certificate is used.

· We have available a 14 day trial digital ID from Verisign.
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